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Red Condor Warns of Fake CDC H1N1 Vaccination Phishing Scam

New hybrid phishing scam and Trojan threat claims to come from the Center for Disease Control and

Prevention

Rohnert Park, Calif. - December 2, 2009 — Email security experts at Red Condor today issued a warning
about the latest spam campaign claiming to be from the Center for Disease Control and Prevention
(CDC) and requesting that recipients complete a “Personal HIN1 Vaccination Profile.” The email with the
subject line “State Vaccination HIN1 Program,” suggests that recipients “need to create your personal
H1N1 (swine flu) Vaccination Profile on the cdc.gov website.” When users click on the embedded
“Create Personal Profile” link in the email, they are sent to a page that has a CDC branded header and
footer, including the Department of Health and Human Services logo. Visitors to the site are notified
that their “Personal HIN1 Vaccination Profile” is an “electronic document, which contains your name,
your contact details and your medical data” and needs to be downloaded. The file is actually an

executable that contains a Trojan virus identified as W32/Vacc.Altr.

“There are still a lot of questions surrounding the H1N1 virus, and people are actively looking for
answers, so this latest spam campaign preys on the public’s concerns,” said Dr. Tom Steding, president
and CEO of Red Condor. “The spam campaign is still relatively young and is going undetected by most
anti-virus engines, so it is important that people simply delete these messages and notify their IT
administrators of the threat. Regardless of the nefarious spam campaign, people should continue to

turn to the CDC.gov website as a trusted source for information on the virus.”

About Red Condor
Red Condor is revolutionizing spam fighting with its next generation technology. Red Condor’s highly

accurate email filter, hybrid architecture Vx Technology™, and fully managed appliances lead to a

dramatic reduction in the cost of owning a premium spam filter. With solutions for small businesses, as

well as ISPs with millions of email inboxes, Red Condor has a cost-effective, timesaving solution that is
rapidly gaining market share. The system’s design has built-in zero tolerance for lost email, and a near
zero false positive rate while achieving long-term spam block rates greater than 99%. Red Condor

Archive is a secure message archiving service with lifetime retention and unlimited storage. The



company’s next-generation technology is backed by a 24x7 customer care center staffed by email

security experts at Red Condor’s headquarters. For more information, visit www.redcondor.com.

#Hi#



